Policy Patrol 10 Technical Documentation

Q_\/ policy patrol

Installing Policy Patrol on a separate machine

If you have Microsoft Exchange Server it is recommended to install Policy Patrol on the
same machine, since this will allow you to filter your internal mails and update Outlook
Sent Items with email modifications. However, you can also install Policy Patrol on a
separate machine if you prefer. In this case you will need to forward your mails to the
Windows SMTP service on the Policy Patrol machine. Note that if you install Policy Patrol
on a non-Exchange server machine, Policy Patrol will not be able to filter internal emails
or update Outlook Sent Items with email modifications.

To install Policy Patrol on a separate machine, follow the steps described below.

Step 1. Preparing for installation

System requirements

Before you install Policy Patrol make sure that the following is installed on the machine:

M Windows Server 2003, 2008/2008 R2 or 2012/2012 R2.

M Windows SMTP service (part of Internet Information Services): To install the SMTP
service, go to Start > Settings > Control Panel > Add/Remove Programs >
Add/Remove Windows Components. Select Internet Information Services

and click on Details. Check SMTP service. Any other required components are
checked automatically. Click OK. Click Next to install the SMTP service.

Internet Information Services (IIS) B A 1]
To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.
Subcomponents of Intemet Information Services (IIS]:

¥ < Common Files 1.0MB &
[ @ Documentation 35MB
] s‘:_] File Transfer Protocol (FTP) Server 0.1MB
[ & FrontPage 2000 Server Extensions 41MB

v ')ﬂ Intemet Information Services Snap-n 1.3MB
[] 3 Personal Web Manager 1.4MB

Ll SMTP Service

Description:  SMTP Service

Total disk space required: 0.0ME Details...
Space available on disk: 7831 MB —J
Cancel

M Microsoft .NET Framework 2.0: If you do not have Microsoft .NET Framework 2.0
installed, the Policy Patrol installation program will download and install this for you.

Step 2. Install Policy Patrol

Install Policy Patrol according to the instructions below:

To install Policy Patrol Email:



10.

11.

12.

13.

Double-click on policypatrol.exe (32-bit) or policypatrol64.exe (64-bit). The
Install Program will start up. If you do not have Microsoft .NET Framework 2.0
installed, the Policy Patrol installation program will download it for you.

In the Welcome screen, click Next.

Read the License Agreement and select I accept the terms in the license
agreement and click Next.

Select Complete as the installation type. Click Next.

Enter your user name, company name and Policy Patrol serial humber. If you are
evaluating Policy Patrol, leave the serial number field empty. Click Next.

If you did not enter a serial number: A dialog will pop up asking you to select the
evaluation license to be installed. Select the relevant license and click Next.

Note: If you are evaluating Policy Patrol and wish to try out a different Policy Patrol
edition after the installation, you can go to Policy Patrol Administration > <server
name> > Security > Licenses, select the license and click Remove. Policy Patrol
will warn that no valid license is found. Click OK. A dialog will now pop up allowing
you to select a new evaluation license type.

Select the destination folder for the Policy Patrol installation. By default the program
will be installed in C:\Program Files\OPSWAT\Policy Patrol Email (32-bit version) or
C:\Program Files (x86)\OPSWAT\Policy Patrol Email (64-bit version). If you wish to
change the location, click Change and select another folder. When you are ready,
click Next.

Specify the notification settings. Enter the From:, To:, Cc: and Bcc: fields for the
Policy Patrol notification emails. Policy Patrol notification emails inform you about
evaluation expiry dates, over licensing issues and new updates to the program. The
display name is pre-configured as Administrator, but you can change this by entering
the following: “Display name” <email address>, i.e. “Joe Bloggs”
<jbloggs@bloggsco.com>. Click Next.

Click Install to start installing.

When the installation wizard has finished copying the files, click Finish.

The Policy Patrol configuration wizard will start up. Click Next in the Welcome screen.
Specify the location from where you would like to import your users (Active Directory,
Lotus Domino or Manual input) and click Next. Note: the 64-bit version only includes
the Active Directory and Manual Input options.

If you selected Lotus Domino: Enter your Lotus Domino server name or IP
address, or click on the browse button (...) to browse to the computer. If your LDAP

service is listening on a different port than 389, you must also enter the LDAP port as
follows: <IP address>:<LDAP port>, €.9. 10.0.0.15:390.
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To license all users in Lotus Domino, select Import all users. If you only wish to
license certain users, select Import the following selected users. Select the users
you wish to license in the left pane and press =». The selected users will now appear
in the right pane. To remove users, press the € button. When you are ready, click
Next.

If you selected Active Directory: Specify the server or domain controller and
select the users that you wish to license. You can either license all users or you can
select only certain users to be licensed. For more detailed information on the different
options in this dialog, please consult the product manual. Click Next.

14. In the Configuration complete dialog, click Finish.

Step 3. Configure Policy Patrol as a mail gateway

Before Policy Patrol can actually filter your emails, you must ensure that your mail flows
through Policy Patrol. The following deployment scenarios are possible:

= Scenario 1: Policy Patrol processes inbound and outbound mail
= Scenario 2: Policy Patrol processes only outbound mail
= Scenario 3: Policy Patrol processes only inbound mail

The instructions for each scenario differ depending on whether you have a single
Exchange Server or a Bridgehead Exchange Server topology.

Topology A: If you have a single Exchange Server

If you are running a single Exchange Server, select the scenario that applies to your
needs and follow the instructions below.

Scenario 1: Policy Patrol processes inbound and outbound mails

If you want Policy Patrol to filter all your mails, you will need to route all mail through the
Windows SMTP service on the Policy Patrol machine, as per Figure 1 below. To do this,
follow the next instructions:
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Figure 1 - Policy Fatrol processes inbound and outbound mail
Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine
Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine (the
external DNS servers for your domain must have an mx (mail exchanger) record pointing

to the Policy Patrol machine). Furthermore, check the following settings in the Default
SMTP Virtual Server:

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

»= Right-click Default SMTP Virtual Server, and click Properties.

= In the General Tab, verify that your IP address is listed as (All Unassigned).

Default SMTP ¥irtual Server Properties 2x|

General | Access | Messages | Delivery | LDAF Rauting | Secuity |

’S@ Default SMTP Vittual Server

Name: IDelauIt SMTP Yirtual Server

IF addiess [0l Unassigned) hd Advafced.

i~ Connectian

Configure the connection information used by this Cannection.
resource.

—1 Enable logging

Active [og format

[waC Extended Log Fie Fomnat =] | Rioperties..

oK I Cancel | Apply | Help |

= Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.



5|
Configure multiple identities for this vitual server.
Address:

IF Addiess [LTCF Pot |
5

add. | Edt. | Remove |

nKé I Cacel | Hep |

Step 2. Forward mails from the SMTP service to Exchange Server

= In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.
» Right-click Domains and select New > Domain.
= The New SMTP Domain Wizard will start up. Select Remote and click Next.
B
‘welcome o the New SMTP Domain Wizard
Use I|‘1is wizard to create a new domain on this SMTP
virtual server,
Specily the domain Type:
" Alias
ok [ Hewy | Concel |
L}

Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTF Domain Wizard x|

Select Domain Narne

“what is the address space of mail that is to be delivered
by this domain? [For example * net, microsaft. com)

MName:;

redearthsoftware. con

<Back [ Fnsh | Concel |
¥

Select the newly created domain. Right-click and choose Properties > General Tab.



redearthsoftware.com Propetties 2l x|

General | Advanced |

% redearthsoftmare.com

Select the appropriate settings far your remote domain.

[V Allow incoming mal to be relayed to this domain

I~ Send HELD instead of EHLO

Outbaund S ecurity...

Route domain

" Use DNS toroute to this domain

& Foward all mail to smart host
|[10.0.0‘15]

ok | Concel | ok | Hep |

Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal IP address
(can be the same as the external IP address) of the Exchange Server in between
square brackets, e.g. [10.0.0.15] as per Figure 1. Click OK. If you use multiple
email domains, repeat step 2 for each email domain.

Step 3. Forward your mails from Exchange Server to the SMTP service

If you have Exchange 2003:

On the Exchange Server machine, open the Exchange System Manager.

Expand the Servers node. Double-click on <Exchange Server name> >

Protocols > SMTP. Right-click Default SMTP virtual server and select
Properties.

Go to the Delivery Tab and click on the Advanced button.

General | Access| Messages Delivery |
~ Outhound
First sty iterval [minutes] Jio—
Second retry interval [minutes): IT
Thid vety interval rinutes) fio—
Subsequent ety interval [minutes) e
Delay natification: IT m
Bl izt |2_ [Das =]
[ Local
Delay natificatior: IT Hours hd
Espiration timeout o [oas =l
Ouibound Secutty.. | Outbound connections... | [ Avanced
T R T

In the Smart host dialog box, enter the IP address of the Policy Patrol machine in
square brackets, e.g. [10.0.0.10], and click OK.



Advanced Delivery x|

Maximum hop count:
30

Masquerade domain:

Isuppult.ledeallhsultware com

Euilly-gualified domain name:

I\Emans redearth. com LCheck DNS

Smart host
|[1 0.0.010]

™ Perform reverse DNS lookup on incoming messages

Configure external DNS Servers: Configure.
0k | Cencel | Hep |

If you have Exchange 2007/2010/2013:

= On the Exchange Server machine, open the Exchange Management Console.

= Expand the Organization Configuration node. Click on Hub Transport. Open tab
Send Connectors. Right-click New Send Connector.

= Follow the instructions in the connector wizard to set up the send connection to Policy
Patrol.

.
New SMTP Send Connector

.

I Introdustion Introduction
This wizard helps you create & new SMTP Send connector on the sslected Exchange

1 Addh
o server, To configure praperties not shown in this wizard, in the Exchangs Management

J Network seltings Console, select the new connector. Then, in the action pane, dick Fropeties:
1 Sourss Server BT

- New Connector test

7 Completion

Select the intended use for this Send connector:

Description: Select this option to create a customized connector, which will be used to
connect with systems that are not Exchange servers

e Back [ News | cemcel |

= In the Address Space, enter the IP address of the Policy Patrol machine. Click Next.



New SMTP Send Connector

i
1 Introduction Address space
O Address space Specify the address space(s) to which this connector will route mail

Network settings b add ‘ x

J Source Server Domain i I

- New Connector 10.0.0.10 smtp

Completion

Help <gack [ Hew> | | cancel |

= Check the completion of the wizard and click Finish.
Step 4. Configure the SMTP service to send out mails to the Internet

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

» Right-click Default SMTP Virtual Server and select Properties.

= In the General tab, click on the Connection button. Verify that in the ‘Outgoing’
section, the TCP port is set to 25. Click OK.

CITT— x4
i~ Incoming
¥ Lifit sernections o i
Time-out [minutes) |m—
- Dulgaing
I# Limit cannections to; IW
Time-out [mintes] |w—
¥ Limit connections per domain to: 100
TCP part: |25
[ ok | comel | Hen |

= Go to the Access tab and click on the Relay button. Select the option Only the list
below and click on Add.



Relay Restrictions x|

Select which computer may relay through this vitual server:
1 Only the list below
Al except the list below

Computers:

Access [ 1P Addresss [Mask] / Domain Name

Add [: Ffemaye

¥ Allawr &ll computers which successfully suthenticate to relay, regardiess
of the list above.

0k | Cencel | Hep |

= Enter the internal IP address (can be the same as the external IP address) of the
Exchange Server machine in the Single computer dialog (in Figure 1 this is
10.0.0.15) and click OK. Note: By entering the IP address of the Exchange Server
here, you are effectively blocking relaying for all other machines apart from the

Exchange Server, therefore ensuring that your relay server cannot be used for
spamming.

omputer E
Add one of the following to the list

% Single computer

IP address:
o.0 0 .19 DNS Lookup...
" Group of computers
Subret addess: Subnet mask:
" Domain
Harne:

o, | Concel | Hep |

= Right-click Default SMTP Virtual Server and choose Stop. Then right-click again
and choose Start.

§ Internet Information Services =

| ation vew || & o | EWEFRE 2] > =m0

Tres | T I
@ Internet Information Services % Domains
B8 * Server € Current Sessions
Default FTP Site {Stopped)
w8 Default Uieb Sike
ity

Start:

Pau:
View »

Refresh
Expark List. ..

Properties

Help

[Stop the server

You are now ready to start configuring rules in Policy Patrol to filter all your mails.

Scenario 2: Policy Patrol processes only outbound mail



If you only require Policy Patrol to process outbound mails (for instance if you only want
to add a disclaimer to outgoing messages), you just need to forward outbound miails to
the Windows SMTP service on the Policy Patrol machine, as per Figure 2 below. Your
inbound mails will still arrive directly at your Exchange Server. To configure Policy Patrol
to process your outbound mails, follow the next steps:

Exchange Server 2003/2007/2010/2013
(Windows 2003/2008/2012)
10.0.0.,15

SMTP service

Policy Patrol
{Windows 2003/2008/2012)
10.0.0.10

Figure 2 - Policy Patrol processes outbound mail
Step 1. Forward your mails from Exchange Server to the SMTP service

If you have Exchange 2003:

= On the Exchange Server machine, open the Exchange System Manager.

» Expand the Servers node. Double-click on <Exchange Server name> >
Protocols > SMTP. Right-click Default SMTP virtual server and select
Properties.

= Go to the Delivery Tab and click on the Advanced button.

Default SMTP Yirtual Server Properties ﬂﬂ
General | Access | Messages Delivery |

i~ Outbound

First rey interval [minutes]
Second retry interval [minutes):
Third retry interval (minutes)
Subsequent retry interval [minutes)

Delay natification:

KNS

Expiration imeout

i Local

Delay notification:

E xpiration timeout

—N|T|
]
[=]

2

5

4

Oubound Secutty... | Dutbound connections

S = I




In the Smart host dialog box, enter the IP address of the Policy Patrol machine in
square brackets, e.g. [10.0.0.10], and click OK.

Advanced Delivery x|

Maximum hop count:
30

Masquerade domain:

Isuppult.ledeallhsultware com

Euilly-gualified domain name:

I\Emans redearth. com LCheck DNS

Smart host
|[1 0.0.010]

™ Perform reverse DNS lookup on incoming messages

Configure external DNS Servers: Configure.
0k | Cencel | Hep |

If you have Exchange 2007/2010/2013/2016:

On the Exchange Server machine, open the Exchange Management Console.

Expand the Organization Configuration node. Click on Hub Transport. Open tab
Send Connectors. Right-click New Send Connector.

Follow the instructions in the connector wizard to set up the send connection to Policy
Patrol.

.
New SMTP Send Connector
T
.
I Introdustion Introduction
This wizard helps you create & new SMTP Send cornector on the sslected Exchangs

1 Addh
o server, To canfigue properties nat shown in this wizard, in the Exchange Management

J Network seltings Console, select the new connector. Then, in the action pane, dick Fropeties:
1 Sourss Server BT

- New Connector test

7 Completion

Select the intended use for this Send connector:

Description: Select this option to create a customized connector, which will be used to
connect with systems that are not Exchange servers

e Back [ News | cemcel |

In the Address Space, enter the IP address of the Policy Patrol machine. Click Next.



New SMTP Send Connector

i
1 Introduction Address space
O Address space Specify the address space(s) to which this connector will route mail

Network settings b add ‘ x

J Source Server Domain i I

- New Connector 10.0.0.10 smtp

Completion

Help <gack [ Hew> | | cancel |

= Check the completion of the wizard and click Finish.
Step 2. Configure the SMTP service to send out mails to the Internet

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

» Right-click Default SMTP Virtual Server and select Properties.

= In the General tab, click on the Connection button. Verify that in the ‘Outgoing’
section, the TCP port is set to 25. Click OK.

CITT— x4
i~ Incoming
¥ Lifit sernections o i
Time-out [minutes) |m—
- Dulgaing
I# Limit cannections to; IW
Time-out [mintes] |w—
¥ Limit connections per domain to: 100
TCP part: |25
[ ok | comel | Hen |

= Go to the Access tab and click on the Relay button. Select the option Only the list
below and click on Add.



Relay Restrictions

Select which computer may relay through this vitual server:
1 Only the list below
Al except the list below

Computers:

Access [ 1P Addresss [Mask] / Domain Name

Add [: Ffemaye

¥ Allawr &ll computers which successfully suthenticate to relay, regardiess

of the list above.

0k | Cencel | Hep

= Enter the internal IP address (can be the same as the external IP address) of the
Exchange Server machine in the Single computer dialog (in Figure 2 this is
10.0.0.15) and click OK. Note: By entering the IP address of the Exchange Server
here, you are effectively blocking relaying for all other machines apart from the
Exchange Server, therefore ensuring that your relay server cannot be used for

spamming.

omputer E

Add one of the following ta the list

% Single computer

IP address:
o.0 0 .19 DNS Lookup...
" Group of computers
Subret addess: Subnet mask:
" Domain
Harne:

o | Concel | Hep

= Right-click Default SMTP Virtual Server and choose Stop. Then right-click again

and choose Start.

§ Internet Information Services

| ation vew || & o | EWEFRE 2] > =m0

Tres | Name [

@ Internet Information Services % Domains

B8 * Server € Current Sessions

Default FTP Site {Stopped)
w8 Default Uieb Sike

ity

Start:

Pau:
View »

Refresh
Expark List. ..

Properties

Help

[Stop the server

Step 3. Forward mails (NDRs) from the SMTP service to Exchange Server

If the SMTP service cannot deliver a particular message, the Non-delivery messages must
be routed back to the Exchange Server. Therefore you must configure the SMTP service



to forward messages to the Exchange Server. In this setup, the only messages that will
be forwarded are Non-delivery messages.

= In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.

»= Right-click Domains and select New > Domain.

= The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTF Domain Wizard x|

‘welcame to the New SMTP Damain Wizard

Use this wizard to create a new damain on this SMTP
E]  virtual server.

< Back I ﬂexl>£ I Cancel |

Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTP Domain Wizard x|

Select Domain Name

A ‘what is the address space of mail that is to be deliversd
by this domain? [For example * net, microsoft. com)

N

Iredearthsoftwale.con’i

<Back [ Fish. | cancel |
a3

= Select the newly created domain. Right-click and choose Properties > General Tab.

= Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal address (can
be the same as the external IP address) of the Exchange Server in between square
brackets, e.g. [10.0.0.15] as per Figure 2. Click OK. If you use multiple email
domains, repeat step 3 for each email domain.



redearthsoftware.com Propetties 2l x|

General | Advanced |

% redearthsoftmare.com

Select the appropriate settings far your remote domain.

[V Allow incoming mal to be relayed to this domain

I~ Send HELD instead of EHLO

Outbaund S ecurity...

Route domain

" Use DNS toroute to this domain

& Foward all mail to smart host
|[10.0.0‘15]

ok | Concel | ok | Hep |

You are now ready to start configuring rules in Policy Patrol to filter outbound mails.
Scenario 3: Policy Patrol processes only inbound mail

If you only want Policy Patrol to process inbound mails (for instance to stop spam), you
just need to forward incoming mails to the Windows SMTP service on the Policy Patrol
machine, as per Figure 3 below. Outgoing mails will continue to be sent out by the

Exchange Server. To configure Policy Patrol to process your inbound mails, follow the
next steps:

Exchange Server 2003/2007/2013
(Windows 2003/2008/2012)
10.0.0.15

Intemet

Policy Patrol
(Windows 2003/2008/
2012)
10.0.0.10

Figure 3 - Policy Patrol processes inbound mail
Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine

Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine
(the external DNS servers for your domain must have an mx (mail exchanger) record

pointing to the Policy Patrol machine). Furthermore, check the following settings in the
Default SMTP Virtual Server:




On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server, and click Properties.

In the General Tab, verify that your IP address is listed as (All Unassigned).

Default SMTP Virtual Server Properties 21|

General | Access | Messages | Delivery | LDAP Routing | Sesuity |

% Default SMTP Virtual Server

Marme: IDelauIt SMTP Vitual Server
P address (Al Unassigned) - Advaﬁced_
i~ Connection

Corfigure the connection information used by this | Connaction
TES0LICE. 2

T Enable logging

Active log format:

[waC Extended Log Fil Fomnat =

ok | cencel | epob | HeR |

= Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.

x
Configue multiple identities for this vitusl server
Address:
1P Address [ TCF Part |
3
add. | Ed. | Remove |
nKi I Concel | Hep |

Step 2. Forward mails from the SMTP service to Exchange Server

In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.

»= Right-click Domains and select New > Domain.

The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTF Domain Wizard x|

‘welcome to the New SMTF Domain Wizard

Use this wizard to create a new domain on this SMTP
wirtual server,

3 Specily the domain Type
ﬂemuta:

< Back I Naxl)i I Cancel




*» Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTP Domain Wizard x|

Select Domain Mame

“hat is the address space of mail that is to be deliversd
by this domain? [For example * net. micrasaft. com)

Name:

Iredearthsoftwale.con’i

cBack [ Frsh | Camcd |
1)

= Select the newly created domain. Right-click and choose Properties > General Tab.

= Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal IP address
(can be the same as the external IP address) of the Exchange Server in between
square brackets, e.g. [10.0.0.15] as per Figure 3. Click OK. If you use multiple
email domains, repeat step 2 for each email domain.

redearthsoftware.com Properties x|

General | Advanced |

% redearhsoltuare com

Select the appropriate settings for your remaote damain

¥ &llow incoming mail to be relaved to this domain

™ Send HELD instead of EHLO

Duthound 5 ecurity

Route domain

" Use DNS ta route to this domain
= Farward &l mail to smart host
|[m.u.n‘15]

0k | Canced | ey | Hen |

You are now ready to start configuring rules in Policy Patrol to filter inbound mails.

Topology B: If you have a Bridgehead Exchange Server

If you have deployed a bridgehead Exchange Server, select the scenario that applies to
your needs and follow the instructions below.

Scenario 1: Policy Patrol processes inbound and outbound mails

If you want Policy Patrol to filter all your mails, you will need to route all mail through the
Windows SMTP service on the Policy Patrol machine, as per Figure 4 below. To do this,
follow the next instructions:



Exchange Server

10.0.0.14
Exchange

Bridgehead Server
SMTP service 10.0.0.15

Step 4 Step 3

Internet T @
Step 1 Step 2

Policy Patrol
(Windows 2000/2003/XP)
10.0.0.10

Exchange Server
10.0.0.12

Figure 4 - Policy Patrol processes inbound and outbound mail for the Exchange bridgehead server
Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine

Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine
(the external DNS servers for your domain must have an mx (mail exchanger) record

pointing to the Policy Patrol machine). Furthermore, check the following settings in the
Default SMTP Virtual Server:

On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

Right-click Default SMTP Virtual Server, and click Properties.

In the General Tab, verify that your IP address is listed as (All Unassigned).

Default SMTP ¥irtual Server Properties 2x|

General | Access | Messages | Delivery | LDAF Rauting | Secuity |

’S@ Default SMTP Vittual Server

Name: IDelauIt SMTP Yirtual Server
IF* address il Unassigned) - Advaﬁced_

i~ Connection
Configure the connection information used by this Cannection.
resource.

—1 Enable logging

Active [og format,

[waC Extended Log File Fommat =] | Fioperties..

oK I Cancel | Apply | Help |

Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.



ﬂ

Configure multiple identities for this vitual server

Addiess:

P ddiess [_TCF Fait |
25

sid. | Edi. | Remowe |

DK& I Concel | He |

Step 2. Forward mails from the SMTP service to the bridgehead server

= In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.
» Right-click Domains and select New > Domain.
= The New SMTP Domain Wizard will start up. Select Remote and click Next.
B
‘welcome o the New SMTP Domain Wizard
Use I|‘1is wizard to create a new domain on this SMTP
virtual server,
Specily the domain Type:
" Alias
ok [ Hewy | Concel |
L}

Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTF Domain Wizard x|

Select Domain Narne

“what is the address space of mail that is to be delivered
by this domain? [For example * net, microsaft. com)

MName:;

redearthsoftware. con

<Back [ Fnsh | Concel |
¥

Select the newly created domain. Right-click and choose Properties > General Tab.



redearthsoftware.com Propetties 2l x|

General | Advanced |

% redearthsoftmare.com

Select the appropriate settings far your remote domain.

[V Allow incoming mal to be relayed to this domain

I~ Send HELD instead of EHLO

Outbaund S ecurity...

Route domain

£ Use DNS to route to this domain
& Foward all mail ko smart host
|[10.0.0‘15]

ok | Concel | ok | Hep |

li

= Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain
section, select Forward all mail to smart host and enter the internal IP address
(can be the same as the external IP address) of the Bridgehead Exchange Server in
between square brackets, e.g. [10.0.0.15] as per Figure 4. Click OK. If you use
multiple email domains, repeat step 2 for each email domain.

Step 3. Forward your mails from the bridgehead server to the SMTP service
= Open the Exchange System Manager and expand the Connectors node.

= Right-click <SMTP Connector name> and select Properties.

Internet Bridgehead Properties [ 7]

Addiess Space | Connected Fiouting Groups | Delivery Festrictions |
Content Restictions | Defivery Options | Advanced | Detaits |

General
% Internet Bridgehead

€ Use DNS to route to each address space on this connector
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[10.0.0.10]

Local bridgeheads:
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= In the General Tab, select Forward all mail through this connector to the
following smart hosts and enter the IP address of the Policy Patrol machine in
square brackets, e.g. [10.0.0.10] as per Figure 4. Click OK.

Step 4. Configure the SMTP service to send out mails to the Internet

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.



Right-click Default SMTP Virtual Server and select Properties.

In the General tab, click on the Connection button. Verify that in the ‘Outgoing’
section, the TCP port is set to 25. Click OK.

x
i~ Incoming

I

Time-out [minutes]

- Dutgeing

[V Limit connections to: 1000
Time-gut [minutes)

[ Limit connections per domain ta: 10

iREE EN

TCP part:

oK I Cancel | Help |

Go to the Access tab and click on the Relay button. Select the option Only the list
below and click on Add.

Relay Restrictions x|

Select which computer may relay thiough this virtual server.
1 Only the list below
7 All except the list below

Computers:

Access [ 1P &ddress [Mask] / Domain Name
Add [ Femave

¥ Allow all computers which successfully authenticate ta relay, regardiess
of the list above.

oK | Canced | Hen |

Enter the internal IP address (can be the same as the external IP address) of the
bridgehead server in the Single computer dialog (in Figure 4 this is 10.0.0.15) and
click OK. Note: By entering the IP address of the Exchange bridgehead server here,
you are effectively blocking relaying for all other machines apart from the bridgehead
server, therefore ensuring that your relay server cannot be used for spamming.

computer x|
4dd ane of the following to the list.

1 Single computer
IP address:

o. 0 0 .19 DNE Lookup...
" Group of computers
Subnet address: Subnet mask:
" Domain

e

o | Cencel | Hep |

Right-click Default SMTP Virtual Server and choose Stop. Then right-click again
and choose Start.
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You are now ready to start configuring rules in Policy Patrol to filter all your mails.

Scenario 2: Policy Patrol processes only outbound mail

If you only require Policy Patrol to process outbound mails (for instance if you only want
to add a disclaimer to outgoing messages), you just need to forward outbound mails to
the Windows SMTP service on the Policy Patrol machine, as per Figure 5 below. Your
inbound mails will still arrive directly at your bridgehead server. To configure Policy Patrol

to process your outbound mails, follow the next steps:

Exchange Server
10.0.0.14
Exchange
Bridgehead Server

Internet

Policy Patrol Exchange Server

(Windows 2000/2003/XP) 10.0.0.12
10.0.0.10

Figure 5 - Policy Patrol processes outbound mail from the Exchange bridgehead server
Step 1. Forward your mails from the bridgehead server to the SMTP service
If you have Exchange 2003:
= Open the Exchange System Manager and expand the Connectors node.

» Right-click <SMTP Connector name> and select Properties.



Internet Bridgehead Properties [ 7]

Addiess Space | Connected Fiouting Groups | Delivery Plestrictions |
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General
% Internet Bridgehead
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= In the General Tab, select Forward all mail through this connector to the
following smart hosts and enter the IP address of the Policy Patrol machine in
square brackets, e.g. [10.0.0.10] as per Figure 5. Click OK.

If you have Exchange 2007/2010/2013 Edge Transport Server:
= On the Exchange Server machine, open the Exchange Management Console.

= Expand the Edge Transport node. Open the tab Send Connectors. Right-click New
Send Connector...

= Follow the instructions in the connector wizard to set up the send connection to Policy

Patrol.
a
New SMTP Send Connector
—
0 Introduction Intraduction

This wizard helps you create a new SMTP Send connectar on the selected Exchange

1 Address space !
2 server, To canfigure properties not shown in this wizard, in the Exchange Management
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- Mew Conmector test

J Completion

on: Select this oplion {0 create a customized connector, which wil be used to
connect with systems that are not Exchang servers.
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= In the Address Space, enter the IP address of the Policy Patrol machine. Click Next.



y New SMTP Send Connector
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= Check the completion of the wizard and click Finish.
Step 2. Configure the SMTP service to send out mails to the Internet

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

» Right-click Default SMTP Virtual Server and select Properties.

= In the General tab, click on the Connection button. Verify that in the ‘Outgoing’
section, the TCP port is set to 25. Click OK.
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= Go to the Access tab and click on the Relay button. Select the option Only the list
below and click on Add.



Relay Restrictions
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= Enter the internal IP address (can be the same as the external IP address) of the
bridgehead server machine in the Single computer dialog (in Figure 5 this is
10.0.0.15) and click OK. Note: By entering the IP address of the bridgehead server
here, you are effectively blocking relaying for all other machines apart from the
bridgehead server, therefore ensuring that your relay server cannot be used for

spamming.
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= Right-click Default SMTP Virtual Server and choose Stop. Then right-click again

and choose Start.
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Step 3. Forward NDRs from the SMTP service to the bridgehead server

If the SMTP service cannot deliver a particular message, the Non-delivery messages must
be routed back to the bridgehead server. Therefore you must configure the SMTP service



to forward messages to the bridgehead server. In this setup, the only messages that will
be forwarded are Non-delivery messages.

= In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.

Right-click Domains and select New > Domain.

The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTF Domain Wizard x|

‘welcame to the New SMTP Damain Wizard

Use this wizard to create a new damain on this SMTP
wirtual server,

< Back I ﬂexl>£ I Cancel |

» Enter the domain name, for instance redearthsoftware.com. Click Finish.
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<Back [ Fish. | cancel |
a3

= Select the newly created domain. Right-click and choose Properties > General Tab.

redearthsoftware.com Properties x|

General | Advanced |
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= Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal address (can



be the same as the external IP address) of the bridgehead server in between square
brackets, e.g. [10.0.0.15] as per Figure 5. Click OK. If you use multiple email
domains, repeat step 3 for each Exchange email domain.

You are now ready to start configuring rules in Policy Patrol to filter outbound mails.
Scenario 3: Policy Patrol processes only inbound mail

If you only want Policy Patrol to process inbound mails (for instance to stop spam), you
just need to forward incoming mails to the Windows SMTP service on the Policy Patrol
machine, as per Figure 6 below. Outgoing mails will continue to be sent out by the
bridgehead server. To configure Policy Patrol to process your inbound mails, follow the
next steps:

Exchange Server

10.0.0.14
Exchange

Bridgehead Server
10.0.0.15

SMTP service

Policy Patrol Exchange Server
(Windows 2000/2003/XP) 10.0.0.12
10.0.0.10

Figure 6 - Policy Patrol processes inbound mail for the Exchange bridgehead server
Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine
Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine
(the external DNS servers for your domain must have an mx (mail exchanger) record

pointing to the Policy Patrol machine). Furthermore, check the following settings in the
Default SMTP Virtual Server:

On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

Right-click Default SMTP Virtual Server, and click Properties.

In the General Tab, verify that your IP address is listed as (All Unassigned).
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= Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.

x
Configure multiple identities for this vitual server.
Address:
IF Address [ TCP Pat |
25
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Step 2. Forward mails from the SMTP service to the bridgehead server
» In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.
= Right-click Domains and select New > Domain.

= The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTP Domain Wizard x|
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= Enter the domain name, for instance redearthsoftware.com. Click Finish.
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= Select the newly created domain. Right-click and choose Properties > General Tab.
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= Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal IP address
(can be the same as the external IP address) of the bridgehead server in between
square brackets, e.g. [10.0.0.15] as per Figure 6. Click OK. If you use multiple
email domains, repeat step 2 for each email domain.

You are now ready to start configuring rules in Policy Patrol to filter inbound mails.
More information

= For more information on how to configure Policy Patrol, please consult the
program help or download the product manual from:
http://www.policypatrol.com/documentation.

= For more information on relaying your mail through the Windows SMTP service,
consult the following Microsoft Knowledge Base article *XCON: How to set up
Windows 2003 as an SMTP Relay Server or Smart Host’ at:
http://technet.microsoft.com/en-us/library/aa998368(v=exchg.65).aspx.

= If you still have questions after reading this document, please consult our online
knowledge base at http://support.redearthsoftware.com, or send an email to
support@redearthsoftware.com.
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